‘

Kpotaion ({ Jrce
nformation E loitation W
Q B¢

£
SECUTE @ o pLAN

BAA 05-44
Predictive Analysis for Naval Deployment Activities (PANDA)

Briefing to Industry:
Security Requirements & Classified Proposal Submission
Mr. James Fisher
DARPA/IXO Security Representative
16 September 2005

This presentation is UNCLASSIFIED




7 A

UNCLASSIFIED (e 554&
&S Overview panca’ Sl
iy

-Facilities and Personnel Clearance Requirements

-Classified Proposal Submission Instructions

- Proposers may submit proposals at the Unclassified, Secret, Top
Secret, and/or SCI levels

- UNCLASSIFIED proposal submissions discussed by Mr. Simmons
-Contacting DARPA Security
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S8 Clearance & Facility Requirements

-Awards for the PANDA program are likely to result in access to data
classified as U.S.

- SECRET
- TOP SECRET and/or
- Sensitive Compartmented Information (SCI)

-Program Areas:

- System Engineering & Integration (SEl) and Performance Evaluation (PE):

=Must be able to access, store, and generate data up to and including TOP
SECRET/SCI

- Technology Development (TD):
=Ability to access, store, and generate data up to SCI is highly desirable

-Offerors proposing to perform classified work

- Must have existing and in-place prior to contract award, approved
capabilities (personnel and facilities) at the level they propose
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Proposal Submission:

CONFIDENTIAL or SECRET

-Delivery of proposals classified at the CONFIDENTIAL or SECRET level
- Mailed via USPS Registered or Express mail only
- DO NOT use Federal Express

- Approval/Permission

- Offeror must obtain approval from the Originating Classification Authority (OCA) to
use their information in the offeror’s proposal

- Security Classification Guide (SCG)
- The offeror must submit the appropriate SCG along with the proposal
- If possible, provide the SCG in electronic format

-Marking

- Use classification & marking guidance provided by previously issued SCGs, the
Information Security Regulation (DoD 5200.1-R), and the DoD Overprint to the
National Industrial Security Program Operating Manual (DoD 5220.22-M)

-Format
- Submit a hard copy AND a soft (electronic) copy
-See the PIP, Section B.4 for detailed instructions
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UNCLASSIFIED
Proposal Submission:

TOP SECRET

-Delivery of proposals classified at the TOP SECRET (collateral or non-SCl) level

- Hand carried via an authorized, two-person courier team to the DARPA Classified
Document Registry (CDR)

- Approval/Permission

- Offeror must obtain approval from the Originating Classification Authority (OCA) to
use their information in the offeror’s proposal

-Security Classification Guide (SCG)
- The offeror must submit the appropriate SCG along with the proposal
- If possible, provide the SCG in electronic format

-Marking

- Use classification & marking guidance provided by previously issued SCGs, the
Information Security Regulation (DoD 5200.1-R), and the DoD Overprint to the
National Industrial Security Program Operating Manual (DoD 5220.22-M)

-Format
- Submit a hard copy AND a soft (electronic) copy
-See the PIP, Section B.4 for detailed instructions
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Proposal Submission:
= Sensitive Compartmented Information (SCI)

“—r

-Delivery of proposals classified at the SCI level

- Contact the DARPA Special Security Contact Office (SSCO) at 703-812-1993/1994 for
the correct SCI courier address and instructions

- All SCI data must be transmitted through your servicing Special Security Officer (SSO)
/ Special Security Contact Officer (SSCO) and through SCI channels only (i.e.,
approved SCI Facility to SCI facility via secure fax)

- Approval/Permission

- Offeror must obtain approval from the Originating Classification Authority (OCA) to
use their information in the offeror’s proposal

-Security Classification Guide (SCG)
- The offeror must submit the appropriate SCG along with the proposal
- If possible, provide the SCG in electronic format

-Marking

- Use classification & marking guidance provided by previously issued SCGs, the
Information Security Regulation (DoD 5200.1-R), and the DoD Overprint to the
National Industrial Security Program Operating Manual (DoD 5220.22-M)

<Format
- Submit a hard copy AND a soft (electronic) copy
-See the PIP, Section B.4 for detailed instructions
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€= PANDA Security Point of Contact

-POC: Mr. James Fisher

-Title: DARPA/IXO Security Representative
-VOX: 571-218-4252

-Fax: 703-741-7814

-Email: James.fisher.ctr@darpa.mil

-If In doubt, ask!
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